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3apaua no 3aKpbITUIO cNUcKa HanpasaeHun Vb

Incident response IT and OT
(not Cyber Crisis)

Penetration testing

Network traffic platform
management

Table-top

Vulnerability management

EPM Solution

Cyber Incident response (IR)
& Crisis Management RFP

Threat hunting service

Email AntiSpam

Cyber Security monitoring (IT)
RFP

Threat Intelligence service

VPN for employees

Priviledged Access
Management

VDI for externals

Cyber Security monitoring (OT
- plants)

Threat Intelligence service
(basic)

Global Phishing&Awareness
Campaign Replacement

Hardening on Servers

LUunoppoasa TpaHchopMauma. YcecnewHasa. 2ppeKTUBHag.
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dakTopbl Bbibopa nocraBwmka ycayr SOC

- WHdpacTpykTypa OCHOBHbIX QYHKLMOHANbHbBIX KOMMOHEHTOB

- [MHaMUYHOE N3MEHEHME KOAMYECTBA MOAKJKOYEHHbIX MA0WAA0K U MacwTabnpoBaHme
nHppacTpyktypbl SOC cO 3HaUMUTENbHBIM yBenndyeHnem EPS

- AHanus knbepyrpos kak ycayra (peryiapHbli MOHUTOPWHT U aHanu3 Beb-npoCTpaHCTBa
Ha NpegMeT Hanumsa CKOMMPOMETUPOBaHHOW MHPopMaumn o KaneHTe, cayxba
yAaneHnsa noaaenbHbix Be6-CanToB)

- BO3MOXXHOCTb AOMOAHUTENBHOTO BKAOYeHUA ycayr EDR, TectmpoBaHnm Ha
MPOHNKHOBEHNE

- Wcnonb3oBaHue avueH3um EDR v SIEM
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Cratmctuka SOC

01.10.2024
CraTtHcTHKa noTpednenus EPS
10000
9000
8000
7000
o /_’—\/\/ -

BepaukT - Konnuectso

* [lono3peHne Ha MHUMAEHT He
2000 MOATBEPXAEHO. JIeTMTUMHAsA aKTUBHOCTb
(True Positive) - 114

1000
° |_|O,£|,O3peHl/|e Ha NMHUMAEHT HE
0 NOATBEPXAEHO. YTpo3a HelTpaarM30BaHa
SIS IS SIS ST r@"‘" SIS SIS I LS (True Positive) - 62
@@@0@@@@@ S L

* He onpeaeneH - 4, B paborte.
Bcero: 180
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Cpepnee 3uauenne EPS 3a oruétnbii nepuog:5917



Apxutektypa ISOC
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PearvpoBaHue un
paccnefoBaHus
IRP/SOAR

3
(I
AHanutukm SOC

[Jaw6opabl

XpaHeHue
MHLVAEHTOB

SAWNWEHHBIN CETMEHT INFOSECURITY
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Beb-cepBepb
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------->» AKIMBHOe pearvpoBaHue

——>  AIMVHWCTPUPOBaHME 1 NMoAAepXKa paboTocnocobHOCTH
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NMoaxknoueHue K ISOC

NcTOUHMKN:

. Cepsepbl Windows
. Cepsepbl Unix-like ;
Pabouune ctaHUNK

[loutoBble cepBepbl
KoHTpoanepbl JOMEHOB

©®ONOUTAWN =

CYB/[, (Windows) Zscaler
. CeTeBO€e 060pyaoBaHMe
10. Wireless LAN

CYBA (Unix-like)
(@ CLAROTY
11. Cnucrema obHapy>xeHuns sTopxxeHuin IDS/IPS

Mnepsu3opsbl (Vmware, VirtualBox v 1.4.)
12. Hble nctounmkm DNS Claroty - xDome

Cpok nocTaHOBKM Ha cepBucC ~ 2,5 mecsaua
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